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We hope this document will be a useful tool for you. It includes an explanation of the data 

included in our response to your Order or Emergency Request. 

 

If you have questions about the data that aren’t answered in our glossary, you can reach 

out to us at lawenforcement@kik.com.  
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Subscriber data 

Subscriber data is provided in response to a valid Order (i.e., a subpoena or warrant issued 

or an order made by a court, person or body with jurisdiction to compel the production of 

information) or an Emergency Request and may include: 

 

o Basic subscriber information provided by the user, such as first and last name, email 

address, and link to current profile picture. This information isn’t verified by Kik.  

o Device related information. This information varies depending on device type. 

o Kik account information such as account creation date and version. 

o User location information, including most recent IP address (after November 2013). 

This information isn’t verified by Kik. 

o Date and time in Coordinated Universal Time (UTC) 

 

We collect IP address information up to 30 days old. This information is provided by third parties 

and isn’t verified by Kik. 

 

The generation of an IP address is considered a BIND. A BIND is not necessarily associated to 

sending or receiving a Kik message. 

• Android: A BIND is generated when a successful network connection is established. A new 

BIND will generate if the user force-closes and opens the app or changes Wi-Fi or data 

locations. 

• iOS: A BIND is generated when a successful network connection is established. A new 

BIND will generate if the user force-closes and opens the app, change Wi-Fi or data 

locations, or when the user opens the app after it’s been running in the background for 

longer than 10 minutes.  
 

Below is a list of commonly found terms within subscriber data responses: 

 
Basic Subscriber Data 
Disclaimer: Kik cannot verify the accuracy of the timestamps associated to subscriber data when the account 

holder updates this data.  
 

 

Current first/last name  

(Display name) 
 

 

 

Current email address 

Provided by the user and can be changed at any time 
▪ Not verified by Kik 

▪ Can contain spaces, emoticons, special characters 
 

 

Email addresses may be either confirmed, or unconfirmed 

▪ “Confirmed” means the user received a confirmation 

email from Kik and clicked the link within the email 
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▪ “Unconfirmed” means either the email address is 

invalid, or the user received the confirmation email but 

didn’t click on the link 
  

Username Unique username picked by the user 
▪ Can contain numbers, letters, underscores and periods 

▪ Will never contain spaces, emoticons or special 

characters 

▪ 100% unique 

▪ Can never be replicated 

▪ Can never be changed or altered 
  

PROFILE_PIC_URL Link to the user’s current profile and background picture 
▪ There are two links for profile photos: one is for a large 

sized profile photo and a thumbnail sized profile photo  

o The profile photo links will end with ‘/orig.jpg’ 

and ‘/thumb.jpg’ 

▪ There are two links for background photos; a thumbnail 

sized background photo, and a large sized background 

photo 

o The background photo links will end with 

‘/ppext_background_full.jpg’ and 

‘/ppext_background_thumb.jpg’ 

▪ If the user has deactivated their account, the profile and 

background links produce an error message 
▪ Kik does not store old profile or background pictures 

  

CLIENT_VERSION The version of Kik that the user is using (including previous 

versions used) and the dates on which the user updated 

Kik versions 
  

USER_LOCATION 

 

 

REGISTRATION_TIMESTAMP 
 

 

USER_LOCALE 
 

REGISRATION_CLIENT_INFO 

 

 

 

Last known IP address of the user, may include the city, 

latitude and longitude and time zone 
▪ Kik obtains this information via a third party and isn’t 

verified by Kik 

 
The timestamp in Coordinated Universal Time (UTC) 
 

 

The language type set on the user’s device 
 

Includes current device related information such as the 

country code, the device type, model and prefix 
• Country code 

• Device type  

o Examples: Android, iPhone 
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• Device model 

o Examples: iPhone, iPod, Nexus, etc. 

• Device prefix 

o Examples: CAN = Android  CIP = iPhone 

 

Recent IP Addresses (BINDS) 
 

 

Date/time 

 

Timestamp 
 

 

Device Type 
 

 

 
 

Port Numbers (may be 

available after December 

2015) 

Date and time are in Coordinated Universal Time (UTC) 

 

 
 

Timestamps are in Unix Time (GMT) 
▪ Online Unix timestamp Converter: 

http://www.epochconverter.com/ 
 

The device type the user was using at the time of the BIND 
▪ CIP = iOS 

CAN = Android 

CWP = Windows Phone 

CST = Symbian 

 
The Remote port number is the port number that the Kik 

application (client) connects from. This is a unique port 

number that corresponds to the IP address provided.  

 

 


